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* uvod do problematiky bezpeénost/auditovani — dotaznik

* vyhodnoceni dotazniku

* moznosti auditingu v Solarisu

* vyhody a nevyhody

* vzdalené auditovani

* ukazka zprovoznéni zakladniho auditovani
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Uvod do bezpeé&nosti a auditovani

* Solaris Basic Security Module (BSM)
* Trusted Solaris
* Co se stalo?
* Kdo to udélal?
* Jak monitorujete ¢innost uzivatel(?
* Auditing neni zaplata na nezabezpecCeny systém
e Zabranéni vniknuti
* Omezeni aplikaci
* Uzavreni sitovych portu
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Auditované udalosti

* Start, restart, zastaveni systému

* Login a logout uZivatell

* Spousténi procesu a jejich ukon&ovani, véetné vliaken
* Operace se soubory

* Identifikace a autorizace uzivatelu

* Zmeéna prav uzivatelem nebo procesem

* Instalace sw
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Jak to funguje

* Pokud je zapnuté auditovani
— dojde k vytvoreni udalosti
— zformatovani do auditniho zaznamu
— zapis v binarni podobé do souboru pripadné v textoveé do syslogu

— uzavfeni logu, aby bylo mozné uskutecnit jeho pfesun/rotovani
— pfipadna analyza
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Vyhody a nevyhody

* + Jednoducha aktivace

* + Jednoducha konfigurace

* +/- Sbiram pouze informace které chci = nesbiram nic navic = informace mi mohou chybét
* +/- Auditing vybranych uzivatelt/skupin

* + Moznost auditovat zony

* - Moznost podvrzeni logu v pfipadé logovani lokalné

* - Zabrany prostor, vykon CPU a zatéz na hdd

* - sprava logu, rotace

jan.vydrar@avnet.com www.avnet.com/ts/emea 6



Accelerating Your Success™ % A"’ ': 1

Moznosti ukladani auditnich logu

Umisténi Vzdaleny server Vzdaleny Syslog server

Délka zaznamu Bez omezeni Bez omezeni 1024 Bytes
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Zapnuti auditovani, konfigurace

e Zapnuti auditovani:
# /etc/security/bsmconv
# reboot

Do /etc/system automaticky pfida set c2audit:audit_load = 1

* Konfigurace: letc/security/audit_startup
/usr/sbin/auditconfig -setpolicy +cnt
/usr/sbin/auditconfig -setpolicy +argv
/usr/sbin/auditconfig -setpolicy +zonename
/usr/sbin/auditconfig -setpolicy +perzone
/usr/sbin/auditconfig -conf

/usr/sbin/auditconfig -aconf
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Konfigurace, tridy (class) udalosti, auditovani uzivatele

* /etc/security/audit_control * ex: execution

dir:/var/audit * fr:file read
flags:lo,ex e fw: file write
minfree:20 * nt: network
naflags:lo * lo: login or logout
plugin:name=audit_syslog.so; p_flags=lo,-am  fc: file create

* fd: file delete

e all: All events
* /etc/security/audit_user

honza:all,*+fr:no
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Sprava a analyza logu

* Rotace logu
— # audit -n

* Tridéni

— # auditreduce -c lo /var/audit/nejakyauditlog > novy-pouze-lo-log

* Formatovani
— # praudit -x /var/audit/*.not_terminated.demo-212 > /tmp/soubor.xml
— 8ablona v /usr/share/lib/xml/style/
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* Aplikace
BsmGUI — Java App
the BSM Analyzer - php

) psM Analyzer 1 Solaris Audit Trail Analysis - Mozi

Start Time Stop Time

Date: 09| / [01) / |2010 Date: 09| / |01) / |2010

Time: 14| : 55 Time: 15| : 26

Description Success Failure
Al
File Read v
File Write
File Artribute A v v
File Amribute b
File Creation v
File Deletion v
File Close v
Frocess Operations

Metwork Events

Result Set Filter Comma Separated Match Values (CSV)
Include Filter

Exclude Filter

Open Execute Exit

Error: Empty result set - events of specified 1ype not encountered.
[ i

4

o

Edt Wew Go Qookmards Took Help

a - - (& LAl TET onifbismall vl B s [IGL

W Getting Started [ Labest Headines

BSM Analyzer 1.0 - hos2 yourdomain.com gl

Start Dane: Bf26/200510 (9 End Date: B2 o]
Session User ID: Session by Date: v |
Eff User ID: Lais Session by I1D: »
Real Usar 1D: | Type: v |[¥
Eff Group 1D: v (L] Return Code: w L
Real Group 1D: w ] Terminal: [
Description: v k]
Filter: Exclude:
Oick Filter: i Highlight:
Rows to Display: 100+ Show OQuery: No &
Show Form: Yes

| Submit || Clear || Reset || Import |

Cliok tha appdopd ale fald nadme for arlife halp

Displaying 1 - 100 of 117 Records

Session User Session D EUVID  Type Description
1] S)u emlulwlra
mcD0I7 381 J}

381 fhindrmiail -E
3
3|1 Minfeat -2 fatelmotd
381
AcOD17 381 fustishinfquota
ncO0? 38 M7 h w
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